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Abstract: Demanding of cloud conditions motivated
many organizations to outsource their sensitive data
to the cloud storage. Once outsourcing the data to
the cloud the owner may share his data to set of
authorized users, some of the data may be found in
an authorized place now the data owner has to find
the guilty user who leaked the data. Now the data
owner also identifies enough evidence that the user
leaked. So in this paper we develop a model for
evaluate the guilt user. According to existing
Perturbation and water mark techniques are used to
detect the guilt user but these model will not efficient
to identify the guilt user in cloud environment. In
order to find guilt agent we present an algorithm for
identifying the guilt user and this algorithm will
improves the chances of detection of leakage user.
Watermarks can be very useful in some cases, but
again, involve some modification of the original data.
Furthermore, watermarks can sometimes be
destroyed if the user is malicious.
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INTRODUCTION:

In the cloud storage service, sometimes sensitive data
must be outsourced to the cloud. For example, a
hospital may outsource patient health records to
cloud and it will used be doctors who will devise new
treatments.  Similarly, a business may have
partnership with other companies that require sharing
customer data through cloud. Another enterprise may
outsource its data processing, so data must be given
to various other companies. Our goal is to detect
when the owner sensitive data has been leaked by
users, and if possible to identify the user that leaked
the data.

We believe cloud where the original sensitive data
cannot be perturbed. Perturbation is a very useful

technique where the data is customized and prepared
“less sensitive” before being outsourced. However, in
some cases it is important not to alter the original
owner data. For example, if an outsourcer is doing
our payroll, he must have the exact salary and
customer identification numbers. If medical
researchers will be treating patients (as opposed to
simply computing statistics), they may need accurate
data for the patients. So in perturbation technique the
data will modify, perturbation is useful when
outsourcing data is small if it is large amount of data
it may will affect to original data.

Usually, in cloud data leakage recognition is handled
by watermarking, e.g., a unique code is embedded in
each shared copy. If that copy is later discovered in
the hands of unauthorized users, the leaker can be
identified. Watermarks can be very useful in some
cases, but again, involve some modification of the
original data. Furthermore, watermarks can
sometimes be destroyed if the data recipient is
malicious.

PROBLEM DEFINITION:

In cloud environment the data owner will outsource
his data to the cloud and after uploading the data can
be shared to multiple authorized users sometimes
may be data find in unauthorized user now the data
owner has to find guilt user among all the users.

Suppose data owner have a set of documents D =
{d1,d2,......... ,dm } where m is the number of
document. First the owner wants to upload his
documents to the cloud and later some of the
documents he may want share with set of users U1,
U2..., Un but the same document one of the
authorized user shared with un authorized users.
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The user Ui receives a subset of documents dm which
belongs to D, determined either by a sample request
or an explicit request.

Sample Request Ri = SAMPLE ( D,mi ) : Any subset
of mi records from D can be given to Ui . Explicit
Request Ri = EXPLICIT (D, condition) : user Ui
receives all the D document that satisfy condition .

GUILTY AGENTS:

The documents in D could be of any type and size,
e.g., they could be tuples in a relation, or relations in
a database. After giving documents to users, the
owner discovers that a set S of D has leaked. This
means that some third party called the target has been
caught in possession of S. For example, this target
may be displaying S on its web site, or perhaps as
part of a legal discovery process, the target turned
over S to the owner. Since the users U1,U2 ,... ,Un,
have some of the data, it is reasonable to suspect
them leaking the data. However, the owner can argue

that they are innocent, and that the S data was
obtained by the target through other means.

Data Allocation Problem

The main focus of our paper is the data allocation
problem: how can the user “intelligently” give data to
agents in order to improve the chances of detecting a
guilty agent? As illustrated in Figure 1, there are four
instances of this problem we address, depending on
the type of data requests made by agents and whether
“fake objects” are allowed.

The two types of requests we handle were defined
are sample and explicit. Fake objects are objects
generated by the user that are not in set T . The
objects are designed to look like real objects, and are
distributed to agents together with the T objects.

As shown in Figure 1, we represent our four
problem instances with the names EF , EF , SF and
SF , where E stands for explicit requests, S for
sample requests, F for the use of fake objects, and F
for the case where fake objects are not allowed.

Data Requests
/ i N

Explicit
| Fake Tuples |
No Yes
| }
EF EF

Sample

Sy
l Fake Tuples ‘
No Yes
| }
SF SF

Figure 1: Leakage Problem Instances

Note that for simplicity we are assuming that in
the E problem instances, all agents make explicit
requests, while in the S instances, all users make
sample requests. Our results can be extended to
handle mixed cases, with some explicit and some
sample requests. We provide here a small ex-ample
to illustrate how mixed requests can be handled, but
then do not elaborate further. Assume that we have
two users with requests R1 = EXPLICIT(T; condl)
and R2 = SAMPLE(T 0; 1) where T 0 =

EXPLICIT(T; cond2). Further, say condl is
“state=CA” (objects have a state field). If agent U2
has the same condition cond2 = cond1, we can create
an equivalent problem with sample data re-quests on
set T 0. That is, our problem will be how to distribute
the CA objects to two users, with R1 = SAMPLE(T
0; jT 0j) and R2 = SAMPLE(T 0; 1). If instead U2
uses condition “state=NY,” we can solve two
different problems for sets T 0 and T T 0. In each
problem we will have only one agent. Finally,if the
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conditions partially overlap, R1\ T 0 =6 ;, but R1 =6
T 0 we can solve three different problems for sets R1
TO,R1\TOand T ORL1.

SYSTEM IMPLEMENTATION:

After understanding the problem statement we
propose data sharing strategies advance the
likelihood of identifying leakages in cloud
environment. In existing mostly they adopted on data
alteration but now these methods do not rely on
alterations of the outsourced data. In some cases we
can also inject realistic but fake data records to
further improve our chances of detecting leakage and
identifying the guilty party. We also present
algorithm for sharing document to user. Our goal is
to detect when the owner sensitive data has been
leaked by users, and if possible to identify the user
that leaked the data. Perturbation is a very useful
technique where the data is modified and made ‘less
sensitive” before being handed to users. We develop
unobtrusive techniques for detecting leakage of a set
of documents or records. In this section we develop a
model for assessing the ‘guilt” of users. We also
present algorithms for distributing documents to
users, so in this process while sharing the document
with authorized users the owner will add object to the
document if the user will share same document with
others the object count will increase so the owner can
find guilt user based on object count. Today the
advancement in technology made the watermarking
system a simple technique of data authorization.
There is various software which can remove the
watermark from the data and makes the data as
original.

The implementation stage involves careful planning,
investigation of the existing system and it’s
constraints on implementation, designing of methods
to achieve changeover and evaluation of changeover
methods. Below are the some entities who are
involved in this process.

(1) Data owner
(2) Authorized user

(3) Data Leakage & Detection

Data owner: owner can outsource his sensitive data to
the cloud whenever required he can share to group of
authorized users.

Authorized users: the user can download data from
cloud and they can also share to authorized users or
they can share to unauthorized users.

Data Leakage and Detection:

Whenever owner data is discovered other than
authorized users then the owner assumes one of the
authorized user committed fraud. Now for detecting
the guilt user the owner will user fake object count.

Conclusion:

In cloud environment may sensitive data outsourced
to cloud and it may be accessed by different users
that may unknowingly or maliciously leak it. And
even if we had to hand over sensitive data, in a cloud
we could watermark each object so that we could
trace its origins with absolute certainty. However, in
many cases we must indeed work with users that may
not be 100% trusted, and we may not be certain if a
leaked data came from a user or from some other
users. In spite of these difficulties, we have shown it
is possible to assess the likelihood that and user is
responsible for a leak, based on the overlap of his
data with the leaked data and the data of other users,
and based on the probability that objects can be
“guessed” by other means. Our model is relatively
simple, but we believe it captures the essential
tradeoffs.
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