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Abstract - The rapid advancement of Information and Communication Technology (ICT) has revolutionized daily life through
the emergence of smart, connected systems across homes, healthcare, transportation, and urban environments. Wireless Sensor
Networks (WSNs) form the foundation of Internet of Things (I0T) deployments, enabling real-time data exchange and intelligent
automation. However, WSNs face significant challenges, including limited battery life, low processing power, and heightened
vulnerability to security threats. These limitations reduce the operational lifespan of the network and compromise the reliability
and safety of data transmission. Addressing these issues requires energy-efficient and secure routing protocols to maintain high
performance under resource-constrained and threat-prone conditions. This study introduces Energy-Secure Reinforcement
Learning for WSNs(ESRL-WSNSs), an intelligent routing protocol that applies Reinforcement Learning (RL) to optimize path
selection based on energy status, network dynamics, and security conditions. ESRL-WSNs employs a reward-driven approach
to enable sensor nodes to learn optimal routes autonomously, adapting to changes in topology and resource availability.
Traditional routing strategies-flat-based, hierarchical, and location-based—are evaluated and benchmarked against the ESRL-
WSNs framework through comprehensive simulations across diverse network configurations and traffic loads. Experimental
results indicate that ESRL-WSNs reduce energy consumption by 32% and improve data delivery rates by 27% compared to
standard protocols. Additionally, the model exhibits robust adaptability and resilience in node failures and security threats.
Integrating Reinforcement Learning into WSN routing offers a forward-looking solution for achieving sustainable, secure, and
efficient communication in loT-integrated systems.

Keywords - Wireless Sensor Networks, Information and Communication Technology, Internet of Things, Energy-Efficient
Routing, Reinforcement Learning, Smart Routing Protocols, Network Resilience, 10T Security.

information.  This illustrates how important it is to balance
efficiency and security in today's networked environments [6].
Because WSNs use multi-hop communication to gather and
transmit data in real time from dispersed sensor nodes, they are
a crucial component of loT systems [7]. Numerous
applications, such as industrial automation, smart cities,

1. Introduction

Since intelligent systems are now integrated into homes,
healthcare, transportation, and urban infrastructure, the quick
development of artificial technologies has altered how people
interact with their environment [1]. The Internet of Things
(1oT) is a vast network of connected devices that continuously

monitors, analyzes, and shares data. This is driving the
revolution [2]. loT-enabled continuous data analysis enhances
system automation, productivity, and decision-making [3]. We
need communication networks that are scalable, reliable, and
energy-efficient because of the vast amount of data produced
by these systems, which can vary in complexity from sensors
to industrial machinery [4]. As loT use grows in vital
industries like smart grids and healthcare, where system
performance and dependability are inadequate, strong security
controls are needed [5]. If loT environments are not
sufficiently secured, they are susceptible to attacks that
compromise the availability, privacy, and integrity of

OSOE)

healthcare, and agriculture, are made possible by WSNs [8].
Insufficient resources lead to problems in WSNSs.

Due to the low energy and processing power of sensor
nodes, energy-aware routing is essential for long-term network
sustainability [9]. WSNs are particularly vulnerable to
security risks in addition to energy-related issues. Nodes are
susceptible to physical attacks, node capture, and data
manipulation because they frequently function in unsecure
environments [10]. Routing attacks, such as sinkhole, Sybil,
and blackhole, can decrease a network's dependability by
altering the paths that data takes [11].
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The majority of conventional architectures lack effective
methods for identity verification or preventing tampering.
Changing radio signal strength is necessary for localization, a
crucial routing function. Because of this, hackers can easily
take advantage of positioning errors [12]. Important IoT apps'
data integrity and trust are jeopardized by these defects. To
defend against such threats, smart routing systems that are
safer and consume less energy are required [13].
Reinforcement Learning (RL) is a dynamic, adaptable
technique that assists WSNs in identifying the best routes and
identifying and eliminating potential threats[14].

1.1. Problem Statement

Among the numerous disadvantages of WSN-based 10T
devices are energy constraints and security vulnerabilities.
Most sensor nodes are powered by non-rechargeable batteries,
and when energy consumption varies, standard routing
protocols do not work, leading to early node failures.
Additionally, the protocols cannot be modified to
accommodate changing network conditions. Nodes that are
deployed insecurely are vulnerable to data manipulation and
physical attacks. Ineffective localization methods based on
signal intensity also make networks susceptible to routing
assaults. In dynamic 10T contexts, an energy-efficient routing
solution is required to maximize physical and cyber-attack
resilience while optimizing power usage.

There is still a lack of study on the optimal routing
protocols for loT-powered WSNs that can manage their
resource-constrained, dynamic, and heterogeneous properties
while integrating real-time, adaptive security and energy-
efficiency measures. Network lifetime, packet loss, and attack
risk are frequently decreased by traditional routing systems'
incapacity to adjust to changing network conditions, node
mobility, energy availability, and security threats. Protocols
that integrate energy efficiency, security, learning-based
optimization, and dynamic context awareness are necessary for
dependable 10T networks.

Thus, the main issue is developing an intelligent routing
framework that autonomously selects the best data forwarding
paths based on real-time contextual information, such as threat
levels, node trustworthiness, link quality, and residual energy.
This framework must withstand blackhole, Sybil, and sinkhole
routing attacks, as well as network topology changes.
Maintaining high packet delivery rates and network resiliency
requires this. Additionally, it must work well on resource-
constrained sensor nodes.

1.2. Research Methodology

This paper presents ESRL-WSNs, a new routing
architecture dedicated to intelligent control of energy
efficiency and security in WSN-IoT networks. ESRL-WSNs
employs an RL method, i.e., Q-learning, which enables single
sensor nodes to learn optimal routing paths through repeated
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interactions with the world. A reward mechanism for many
parameters, such as residual energy, communication success
rate, node trust values, and threat-detection controls, affects
routing. This method supports adaptive routing based on
network state, resulting in higher resilience and efficiency.
Minimum  tamper-resistance  and  anomaly-detection
capabilities for protection against physical attacks and routing
tampering are also integrated into ESRL-WSNs to further
enhance the system's reliability.

1.3. Contributions of the Paper

To optimize energy consumption through intelligent route
selection based on real-time node status and network
conditions.

To improve data delivery reliability by dynamically
adjusting paths in response to network changes and
communication failures.

To strengthen resilience against physical and routing
attacks through tamper resistance and node behavior

analysis.

e To reduce localization inaccuracies by minimizing
dependence on unreliable radio-based distance
measurements.

To enable scalability and sustainability in large-scale 10T
deployments with minimal additional computational or
communication overhead.

1.4. Qutline Structure of the Paper

The remaining sections of the document are structured as
follows: Section 2 showcases pertinent research on routing
applications in RL and WSN. Section 3 goes into detail about
how the proposed ESRL-WSNs model learns and how its
system is set up. Section 4 goes into detail about the
experimental results, performance measures, and simulation
environment. Section 5 finishes the work and gives ideas for
further research.

2. Related Works

This section discusses current routing techniques for
WSNs in 10T environments that are both secure and energy-
efficient. It considers the merits and demerits of conventional
and machine-learning-based methods for adaptive, intelligent
solutions that balance energy efficiency and security threats in
dynamic, resource-scarce network environments. The related
works are compiled in Table 1.

The use of WSNs in loT applications is on the rise,
particularly in healthcare, smart cities, environmental
monitoring, and industrial automation. Numerous studies have
modeled the use of WSNs in low-energy contexts, with sensor
nodes that typically have inherent constraints on processing
and battery life. The most common WSN routing protocols-
flat-based, hierarchical, and location-based-reduce power
consumption, increase network lifetime, and improve data
delivery probability.
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Table 1. Literature survey

Authors Proposed Technology Method Used Result Limitations and
Research Gaps
Al Razib et | SDN-enabled  DNN- Deep learning for C)_/ber threat det_ectlon in | Focus on threat dete(_:tl_on,
cyber threat | bright surroundings that | not energy-efficient
al. [15] LSTM framework . .
detection works routing
Pedditi & IoT—_based WS_N Energy-efficient En_ha}nced energy Application-specific,
. routing for forest fire . - efficiency  for  fire | lacks general
Debasis [16] : routing algorithm ! . N
detection detection scenarios applicability
Tumulaet | Dynamic clustering | Self-configuration '”.‘Prov.ed energy Security was not
. L utilization and network . . .
al. [17] algorithm for energy efficiency lifetime considered in the design
. Enhanced WSN energy | Optimization of Impr_oved . ENeT9Y 1 | acks integrated security
Ali [18] efficiency in loT-based
model WSN for loT measures
WSNs
Aldawsari | Blockchain-based Blockcha|r_1 . for Secure and  energy- | High computational
- energy-efficient, - o .
[19] secure routing . efficient communication | overhead of blockchain
secure routing
Smart energy- Lo - .
Dogra et al. ESEERP protocol officient routing Better energy savings in L_|m|ted testing under
[20] 10T-WSNs diverse scenarios
protocol
. Routing-based Enhanced secure | Scalability and
Nagaraju et | Secure energy LY ith . . daptabili
al. [21] optimization optlmlzathn with | communication in | adaptability were not
' heterogeneity heterogeneous WSNs addressed
Singhetal. | Al-based threat Artlfl_mal Improved threat response | Focuses more on security,
X intelligence for threat . .
[22] solution d : using Al less on energy routing
etection
. . . Real-time . . -
Singhetal. | IoT-WSN integration - Better resource usage in | Security vulnerabilities
- monitoring and .
[23] for smart buildings AT smart infrastructure are not fully addressed
energy optimization

However, this rarely works in 10T contexts that require
adaptability to dynamically changing network topology and/or
sensor node status. Pedditi and Debasis (2023) designed an
energy-efficient routing system for a forest fire search
scenario. Still, the solution was specific to that scenario and
offered no dynamic adaptation capabilities for other 10T use
cases. Tumula (2024) proposed a self-configuration protocol
to improve the energy efficiency of WSNs without including a
security architecture to address new threats (e.g., physical
attacks and data modification) in the system. However, these
methods either did not allow routing adjustments based on
weather conditions or prioritized security over energy savings.
Due to this, routing protocols addressing routing adjustments
based on changing network conditions in real time while
maximizing energy savings, security resilience, and risk have
been a rare area of study

Whereas conventional routing protocols give priority to
either security or energy efficiency, ESRL-WSNs provide
notable benefits in both areas. The ESEERP protocol by
Dogra et al. (2022) examined energy efficiency without
considering potential security issues. Aldawsari's blockchain-
based secure routing protocol (2025) also lets people send
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encrypted messages, but it takes a lot of processing power, so
it is not good for low-powered loT devices. ESRL-WSNs use
a secure routing method and a reinforcement learning
framework that adapts to the network to get the most out of its
energy. Static routing protocols are used by traditional WSNs
instead.  The energy-efficient routing system keeps making
the network better and safer. ESRL-WSNs is a new idea for
future 10T systems.  RL-based dynamic routing is different
from other protocols because it has better security features.

The proposed work is unique because it made ESRL-
WSNs, an RL-based routing protocol that puts security and
energy efficiency first in loT WSNs. ESRL-WSNSs use a mix
of both secure transmission and energy efficiency, which is
different from other routing protocols that only focus on one
of these things. RL finds the best routing paths by using real-
time information about the network, such as residual energy,
node trust levels, and known security holes. The protocol can
help reduce the effects of energy loss and network instability
because it is flexible. It can also protect against security
threats like hacking and data manipulation.  This protocol is
less likely to fail than static or preconfigured routing systems
because it can find problems.  This means that even though
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there are security problems, the protocol might still be able to
provide reliable communication.

3. ESRL-WSNS Methodology

The ESRL-WSNSs suggest a new and flexible way to route
WSNs that use the Internet of Things. It fixes big problems
like not having enough energy storage and the risks to network
security.  Reinforcement learning based on real-time data

Network
Initialization

|

State Learning

Feature
Extraction

about energy levels, node stability, and security risks helps
nodes learn how to change their routing paths. ESRL-WSNSs
has a small, built-in system that can find bad behavior and
make sure that data is sent safely. The technology uses less
energy, sends packets faster, and makes the network safer from
attacks. This makes it a good choice for 10T networks that do
not have a lot of resources and are always changing. Figure 1
shows how the ESRL-WSNs Method works in general.

Selects next node for data
forwarding

B

Agent
Selection

Data Transmission €

Secure Route
Selection

Fig. 1 Overall ESRL-WSNSs approach workflow

3.1. Network Initialization

During the first phase of a WSN, sensor nodes are
deployed over the region of interest and equipped with
significant parameters, such as an initial power level, ID, and
neighbor list. The initial power level of every node (E,;: (i)
is equipped with a pre-defined value with adequate power for
execution. The neighbor list (N (i)) is subsequently updated
based on communication range, where nodes within a certain
distance are neighbors. This initialization sets the nodes for
collaborative sensing and forwarding. The neighbor list of a
node (i) is defined as in Equation 1.

N@O={I dij < Tnax} (1)

Where d;; = The distance between nodes i and j, e =
the maximum communication range of a node ().

3.2. State Monitoring and Feature Extraction for RL

Key properties, such as residual energy, link quality, node
trust score, and traffic rate, are regularly monitored. These
properties constitute the node state, which is input to an RL
agent to make intelligent routing and energy management
decisions. Table 2 shows the Key Node-Level Features for
State Monitoring.

Table 2. Key Node-Level features for state monitoring

Feature Equation

Description

Residual Energy E,.(i,t) = Ejpc (D)

k=1

- Z (Etransmit(i' k)

Remaining energy of node i at time ¢;
essential for energy-aware decisions

+ Esense (l’ k))

PacketsReceived (j,t)
PacketsSent(i,t)

Link Quality Reliability of communication between node

LQ(,j,t) =
e/.0 i and j; a higher value indicates a better link.
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Node Trust Score

A measure of trustworthiness based on
successful and failed actions, weighted by w,

At

GO = SO +w FGLD and wy
Traffic Rate @0 TotalPackets(i,t) Rate of packet handling at node i; used for
7(i,t) =

detecting congestion and balancing load

Where S(i,t) = number of successful packet forwards by
node i. F(i,t) = number of failed or malicious actions, wg, wy
= weights for success and failure, respectively. At is the time
interval over which the packets are counted.

As shown in Equation 2, the RL agent uses a feature vector
representing the node's current state.

S0 = [E@06),LQ0 ), 1), T 1), (i, 1)] 2

This state vector provides a complete description of the
node state, enabling the RL agent to choose the best actions,

such as selecting the next hop or transmission power. Through
real-time monitoring and feature extraction, the network
adapts to energy-efficient behavior via learning-based policies.

3.3. Action Selection via RL Agent

A Q-learning-based RL agent is deployed at each node to
make intelligent forwarding decisions to the optimal next-hop
node. The agent learns to make decisions to optimize energy
efficiency, reliability, and security by interacting with the
environment over the long term. Figure 2 shows the action
selection via the RL Agent.

[ Q-Table Lookup

J

State Vectors 1
Ey, Ly, T.T

random action,
a =
©7 |argmax Q(sy a),

Episolon-Greedy Selection

Next-Hop

Node

with probability ¢
with probability 1 — ¢

Q Table Update

Q(se, ar) < Q(se,ar) + afry n}lzilx —Q(spar)

3.3.1. Q-Learning Framework

In Q-learning, a value-based RL technique, an agent is
utilized that has a Q-Table (s,) representing the anticipated
total reward that is earned while acting (a) in state (s). The
agent updates the Q-values using Bellman's Equation 3 after
each decision step, selecting the action that maximizes them.

a; = argmax Q(s;, a)
a

Q(spap) « Q(spya) + afr; + Y“}f}x Q(se+1,a’) — Q(s¢
,at) | 3

Where a = learning rate, y = discount factor, r, = reward

Fig. 2 Action Selection via RL Agent

Q(s¢41,a")

Reward r

received after acting a, from state s;, s,,; = next state, a’ =
potential future actions.

3.3.2. Reward Function Structure

The Q-learning system's reward, denoted as (r;), is
designed to direct the RL agent toward routing actions that
maximize the WSN's overall performance and security. To
increase network lifetime, the reward is based on energy
savings, so nodes with more residual energy are prioritized.
Reducing packet loss and establishing strong communication
links are two more ways the reward drives correct data
delivery. Furthermore, node trustworthiness is incorporated to
avoid routing through compromised or untrusted nodes. A
weighted reward function incorporates all three components,
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enabling the agent to make well-rounded forward decisions in
context. Equation 4 defines a weighted reward function.
1, = wy - (i) + w, - DSR(Q) + wy - T(i) 4

Where n(i) = normalized residual energy of node (i),
DSR (i) = delivery success rate to sink or neighbor, T (i) = trust

score of node (i). wy, w,, ws = weights assigned to energy,
delivery, and trust factors, respectively.

3.3.3. Exploration vs. Exploitation (epsilon-greedy policy)
Equation 5 shows that an epsilon-greedy policy finds a
happy medium between exploiting what is already known and
exploring potential superior alternatives. To maximize
performance, the policy allows the reinforcement learning
agent to prioritize actions with the highest predicted rewards,
while also allowing random action selection for exploration.

random action,

argmax Q (s, a),
a

with probability
e = with probability 1 — ¢

©)

Where ¢ = The exploration rate can decay to favor
exploitation as learning progresses.

-
Residual Energy/Initial
Energy
.
p
Packet Delivery
Rate
.
Node Trust Score

3.4. Reward Calculation for the RL Agent to Next-Hop
Selections

The reward function (R(s,a)) is designed carefully to
promote the choice of safe, energy-efficient, and reliable paths.
It is intended to guide the Reinforcement Learning (RL) agent
to make optimal route choices by numerically evaluating all
actions (i.e., next-hop node selection). The reward function
includes three main criteria: Energy Efficiency, Packet
Delivery Reliability, and Security Awareness (Attack Risk
Penalty). The reward function is defined in Equation 6.

Foo .

(o Eresidual 4 g ppR —y . AttackRisk
Einitial

PacketsReceivedginy

R(s,a) =
\

Where R(s,a) = reward obtained for acting a in state s,
Eresiauar = Residual energy of the selected next-hop node,
Einitiar = Initial energy of the node (for normalization), PDR
= Packet Delivery Ratio (successful packets / total
transmitted), AttackRisk Risk score indicating the
likelihood of malicious activity or trust deficit, a, 8,y =
Weight coefficients to balance the influence of each term.
Figure 3 shows the RL-based reward and Q-Table update
mechanism for secure, energy-efficient routing in WSNs.

(6)

PDR =
PacketsSentynode
AttackRisk =1 —T(i)

|

Q Table update

|

Fig. 3 RL-based reward and Q-table

The overall reward function guides the RL agent in
making smart routing decisions by maximizing three essential
objectives. The (a) term supports energy-efficient route
selection by preferring nodes with more residual energy. The
(B) term supports successful data transmission by preferring
routes with high packet delivery rates. In contrast, the (y) term
penalizes routing through insecure or possibly malicious
nodes, which increases network security. With tunable
coefficients

(a, BB,v), networkadministratorscanadjust

the system in real time to optimize
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specific objectives, e.g., network lifetime or attack
resilience, based on the application scenario.

3.5. Routing Table Update in Q-Learning

In ESRL-WSNSs, an energy-aware and secure routing
framework for WSNSs, routing decisions are taken through a Q-
learning algorithm. The algorithm relies extensively on the Q-
table to keep track of the expected utility of an action (a) in a
state (s). The table is constantly updated based on received
rewards and predicted future rewards. Algorithm 1 shows the
Q-Learning-Based Routing for ESRL-WSNS.



M. Rajasekar & S. P. Sasirekha / IJECE, 12(11), 240-251, 2025

Algorithm 1: Q-Learning-Based Routing for ESRL-WSNs

Input:

o Set of nodes NNN

. Initial Q-Table Q(s, a)

o Learning rate n € [0,1]

o Discount factor § € [0,1]

. Exploration probability € € [0,1]

Output:

° Updated Q-Table with optimized routing decisions

2. Foreachtimestept =1toT:

b. Choose an action a, (next-hop node) using e-greedy policy:
- Choose a random action (€) based on chance. (exploration)
- Otherwise, select a, = arg max Q(s;, a) (exploitation)

a
c. Perform action a;; transmit packet to next-hop node
d. Observe reward (R;) using:
R, = - ZIiel 4 g DR —y - (1= T(0))
initial
e. Observe the next state s;,4
f. Update Q-value using:
Q(se,ap) « Q(sp,a) +a [Tt t+y rrtlﬁx Q(ses1,a") — Q(sp, ar) ]

3. Repeat until convergence or maximum episodes reached

1. Initialize Q-Table Q(s, a) arbitrarily for all states s € S and actiona € A

a. Observe the current state s, (e.g., residual energy, link quality, trust score, traffic rate)

N /@ T0.89

N

<, T-0.85 T=0.85

&, Malicious Node

. Blocked Path

T-0.40

T=0.70

Fig. 4 ESRL-WSN Secure Route Selection and Data Transmission

3.6. Secure Route Selection e A node is evaluated using the following condition.
e Every node i is assigned a trust value T(i,t) € [0,1] that Equation 7 determines whether a node is considered

is updated dynamically over time according to its actions secure.

and activities with other nodes. T(i,t) = Ty, and A(i, t) = 0, node is secure
e The network continuously monitors nodes for signs of T(i,t) < Tpor A(i,t) =1, are excluded from

malicious behavior, such as blackhole or sinkhole attacks,
using behavior-based and statistical indicators.

e A trust threshold T is defined to distinguish secure Where T(i, t) = Trust score of node (i) at time (t), Ty, =
Minimum acceptable trust score (e.g., 0.6), A(i,t) = Binary

nodes from potentially malicious ones.
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attack detection metric (1 if malicious behavior is detected,
zero otherwise). The filtered subset is shown in Equation 8.

Asecure = {a €A | T(a' t) 2 Tth /\A(a' t) = 0} (8)

This filtered subset (Agecure) i then used by the RL agent
to choose the next-hop action. This system imposes security at
the routing decision point without a performance penalty.

Figure 4 illustrates secure routing in ESRL-WSNSs. Trust
scores screen nodes, and attacks are detected before
transmission. Source (S) must route to Destination (D) through
nodes with T = T, and no detected attack. Two secure
routes are available, while the middle route is unavailable due
to the malicious node n- (T=0.40). The RL agent chooses
energy-efficient paths among secure nodes so all path
members have sufficient energy and security credentials.

3.7. Data Transmission

When an RL agent chooses a secure and energy-efficient
next-hop node, the data packet travels along its respective path,
which includes intermediate nodes that meet energy and
security requirements.

When the process is executed, the network topology can
change in real time due to factors such as node mobility,
energy depletion, or malicious activity. According to Equation
9, let a sequence of nodes represent the chosen path from
source node S to sink node D.

Ps_>D={Tl1=S,Tl2,...,le=D} (9)

The path Pg_,;, is valid if each hop (n;, n;,) satisfies the

condition in Equation 10.

T(Ni41, ) = Ten A Er(iy1, t) = Epyin A A(nyyq, t) = 0(10)

Where T'(n;,4,t) Trust score of node (n;,,) at the time t.
E,.(n;;4,t) = Residual energy of node (n;,,) attimet. E,,;, =
Minimum energy threshold to participate in forwarding,
A(n;.1,t) = Binary attack flag (1 = malicious, 0 = normal).
The total energy consumed in the transmission is calculated as
in Equation 11.

Erotar = Zl;:il(Etx(nivnHl) + Erx(nig1)) (11)

Where E;, (n;, n;41) = Transmission energy from the node
(n;) to (nj441), Erx(n;41) = Reception energy at node n;, ;.

ESRL-WSNs' safe and energy-efficient routing can help
IoT networks. ESRL-WSNs dynamically optimize routes
based on environmental conditions and real-time network data
to speed up packet delivery and cut down on energy use.
ESRL-WSNs can swiftly respond to attacks and changes in the
network because they can find threats.
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4. Evaluation Metrics and Results
4.1. Dataset Explanation

10T and Wireless Sensor Network (WSN) solutions were
first intended to be tested on the large, open FIT 10T-LAB
testbed from Inria[24]. Over 2,700 sensor nodes are dispersed
among multiple locations. These nodes are composed of
several gadgets with sensors and ARM Cortex CPUs. The
testbed's capabilities make it an excellent tool for assessing
secure and energy-efficient routing systems. These consist of
practical deployment scenarios, power measurement tools,
adaptable topologies, and security experiment support. It can
be used to evaluate its energy consumption, scalability, and
assault resistance. Thus, despite certain limitations, it is the
ideal location to test the ESRL-WSNs protocol in practice.

4.2. Experimental Setup

An extensive experimental environment for testing 10T
networks is the FIT loT-LAB testbed. The ESRL-WSNs
protocol is assessed there. Numerous sensor nodes with ARM
Cortex processors that support a variety of real-world loT
applications are part of the setup.

The Blockchain-based Secure Routing Protocol (BSRP)
[20], Enhanced Smart Energy Efficient Routing Protocol
(ESEERP) [21], and Al-Assisted Energy Optimized Secure
Routing (AI-EOSR) are the methods being compared [25].
Key measures, such as energy use, Packet Delivery Ratio
(PDR), security resilience, and end-to-end delay, are used to
evaluate performance. These measurements show how well
each routing system uses energy, how reliable it is for sending
data, and how secure it is when the network is changing and
perhaps hostile.

4.3. Energy Consumption

Energy consumption refers to the power required to run
the sensing, transmitting, receiving, and processing functions
of energy sensor nodes. Protocols designed to be energy-
efficient aim to prolong the network's lifespan while reducing
power consumption. Examining Equation 12 is one approach
to decomposing the energy consumed by a sensor node in a
WSN.

ETX + ERX + ESensing + EProcessing
where Ery = a X Distance? +
Erx =y X Distance + §

Etotar = (12)

Where E;x = energy is used during the transmission of
data. Egy = energy is used during the reception of data.
Esensing = €nergy consumed by the sensors during data
acquisition.  Eppocessing = €NErgy is used by the processor to
process data. a,f3,y,8 = Constants depending on hardware
specifications. Distance refers to the communication range
between the nodes.
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(a) Energy consumption of routing protocols under varying network densities
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(b) Energy consumption comparison over time

Fig. 5 Comparative analysis of energy consumption for ESRL-WSNs and benchmark protocols across time and network density

Figure 5(a) compares the energy consumption of ESRL-
WSNs, BSRP, ESEERP, and AI-EOSR under different
network densities. ESRL-WSNs consume the least energy,
demonstrating optimal scalability and efficiency in dense loT
networks.

Figure 5(b) compares cumulative energy consumption
over time as packets are sent every 10 seconds. ESRL-WSNs
again consume the least energy, and the difference increases
over time compared to other protocols.

These findings demonstrate the effectiveness of ESRL-
WSNs in reducing energy overhead and extending network
lifetime. Thus, it is most appropriate for energy-limited large-
scale loT-based wireless sensor network applications.

OESRL-WSNs ®mBSRP ®ESEERP AI-EOSR
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4.4. Packet Delivery Ratio (PDR)

PDR is a performance metric to assess a routing protocol's
reliability and efficiency in WSNs and loT systems. It is the
proportion of packets transmitted to destination nodes from
those sent by source nodes. It can be quantified as shown in
Equation 13.

__ PacketsNumber of Successfully Delivered Packets

PDR = x 100
Total Number of Sent
(13)
Where Successfully Delivered Packets = Packets

reached the destination node without being lost, delayed, or
corrupted. Total Sent Packets relate to the quantity of
packets sent between the source and destination nodes.
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Fig. 6 PDR evaluation of ESRL-WSNs under network density and traffic load variations
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Figure 6(a) shows the PDR (%) of ESRL-WSNs and
contrast protocols with rising network densities. ESRL-WSNs
consistently achieve the highest delivery ratio, demonstrating
efficiency and reliability in dense deployments. The outcomes
demonstrate its competence in maintaining successful
communication and minimizing packet loss under heavy loT
traffic.

Figure 6(b) contrasts PDR as concurrent data streams
grow. ESRL-WSNs delivers higher delivery rates than other
protocols, demonstrating greater robustness under heavy
traffic. Its performance reflects the protocol's flexibility and
reliability in providing real-time data in complicated, multi-
source wireless sensor network scenarios.
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4.5. Security Resilience

Security Resilience may be defined as a routing protocol's
ability to maintain stable performance (i.e., data delivery)
under attack or in the presence of malicious nodes in a WSN.
Equation 14 shows a standard metric for quantifying security
resilience.
PDR under attack

100
(14)

Security Resilience (SR) =

PDR in normal conditions

Where PDR under attack = Packet Delivery Ratio with
attack nodes. PDR in normal situation = Packet Delivery
Ratio with 0% attack nodes, SR (%) Shows to what degree
original delivery performance is maintained irrespective of

attacks.
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(b) Security resilience over increasing simulation time

Fig. 7 Security resilience evaluation of ESRL-WSNs under malicious attacks and prolonged operation

Figure 7(a) shows the PDRs of the different protocols as
the number of malicious nodes increases. ESRL-WSNs
performs better than all others, achieving the maximum PDR
even under 50% attack intensity. This proves its high security
resilience and capability to provide reliable communication
under hostile conditions. Figure 7(b) illustrates PDR
degradation over time for malicious activities. ESRL-WSNs
exhibits better delivery performance than baseline protocols,
indicating its long-term security. ESRL-WSNs maintains
consistent communication and data integrity in 10T networks,
even during extended, attack-holding simulations.

4.6. End-to-End Delay(E2ED)

E2ED measures the typical amount of time it takes for a
data packet to go from its origin node all the way to its
destination node in a network. Included in this category are
delays caused by processing, queuing, transmission, and
propagation difficulties. Equation 15 represents this.

1
E2ED = ﬁZévzl (treceived,i - tsent,i) (15)
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Where N = Total number of successfully received
packets, tg.,.; = Timestamp when a packet i was sent,
treceivea,; = 1imestamp when a packet i was received. Lower
E2ED values indicate faster communication, especially for
delay-sensitive applications such as real-time monitoring in
WSNSs.

Table 3. End-to-End delay comparison of routing protocols at different
network sizes

Number | BSRP | ESEERP | Al | ESRL-
of Nodes | (ms) (ms) EOSR | WSNs
(ms) (ms)
50 155 138 122 105
100 198 174 159 128
150 245 198 174 142
200 282 225 193 159

For various network sizes, Table 3 shows how four
routing methods perform in terms of end-to-end latency. More
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nodes mean more congestion and more complex routing, routing decisions based on perceived danger, node health, and
leading to longer delays. BSRP experiences the maximum remaining energy. To ensure its performance, ESRL-WSNs
delay because it lacks adaptive, secure routing. ESEERP cuts ~ was compared with available methods such as BSRP,
down on delays by using energy-efficient ways, whereas Al- ESEERP, and AI-EOSR using the following performance
EOSR cuts down on delays by using smart routing. Evenin  metrics: Energy Consumption, PDR, and Security Resilience.
extremely busy networks, the ESRL-WSNs we discussed The simulation results from the FIT 10T-LAB testbed showed
always have the least amount of delay because they employ  that ESRL-WSNs consume significantly less energy, increase
energy-aware  judgments, trust-based  security, and delivery rates, and remain secure under attack conditions or
reinforcement learning to make transmission faster and safer. with high data traffic. Combining learning-based flexibility

and security-consciousness renders ESRL-WSNs a durable
5. Conclusion and trustworthy routing scheme for loT applications,

The ESRL-WSNSs method solves the main problems with  especially in energy-limited scenarios and security attacks.
energy efficiency and security in loT WSNs. ESRL-WSNs  This paper has paved the way for future directions on
use reinforcement learning to adapt to changes in the network ~ decentralized learning, trust-sensitive routing, and edge

and learn the best paths to take. This lets them make smart  intelligence to construct innovative and secure loT
infrastructure.
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